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If  you  are  new  to  these  pages,  please  read  an  introduction  on  the  structure  of  a cable  as  well  as  how  to 
discuss  them  with  others.  See  also  the  FAOs 

Understanding  cables 

Every  cable  message  consists  of  three  parts: 

• The  top  box  shows  each  cables  unique  reference  number,  when  and  by  whom  it  originally  was  sent, 
and  what  its  initial  classification  was. 

• The  middle  box  contains  the  header  information  that  is  associated  with  the  cable.  It  includes 
information  about  the  receiver(s)  as  well  as  a general  subject. 

• The  bottom  box  presents  the  body  of  the  cable.  The  opening  can  contain  a more  specific  subject, 
references  to  other  cables  tbrowse  by  origin  to  find  them)  or  additional  comment.  This  is  followed 
by  the  main  contents  of  the  cable:  a summary,  a collection  of  specific  topics  and  a comment  section. 

To  understand  the  justification  used  for  the  classification  of  each  cable,  please  use  this  WikiSource  article 
as  reference. 


Discussing  cables 

If  you  find  meaningful  or  important  information  in  a cable,  please  link  directly  to  its  unique  reference 
number.  Linking  to  a specific  paragraph  in  the  body  of  a cable  is  also  possible  by  copying  the  appropriate 
link  (to  be  found  at  theparagraph  symbol).  Please  mark  messages  for  social  networking  services  like 
Twitter  with  the  hash  tags  #cablegate  and  a hash  containing  the  reference  ID  e.g.  #07ATHENS2347. 

Reference  ID  Created  Released  Classification  Origin 

07ATHENS2347  2007-12-12  15:42  201 1-08-30  01:44  CONFIDENTIAL  Embassy  Athens 

Appears  in  these  articles: 
www.tanea.gr 

VZCZCXYZ0015 
OO  RUEHWEB 

DE  RUEHTH  #2347  3461542 
ZNY  CCCCC  ZZH 
O 121542Z  DEC  07 
FM  AMEMBASSY  ATHENS 

TO  RUEHC/SECSTATE  WASHDC  IMMEDIATE  0895 
INFO  RUEHXP/ALL  NATO  POST  COLLECTIVE  PRIORITY 
RUE HGV/USMIS SION  GENEVA  PRIORITY  0255 
RUE HNO/USMIS SION  USNATO  PRIORITY  0958 
RUEKJCS/ SECDEF  WASHINGTON  DC  PRIORITY 
RUEKJCS/ JOINT  STAFF  WASHDC  PRIORITY 

CONFIDENTIAL  ATHENS  002347 

SIPDIS 

SIPDIS 

DEPT  ALSO  FOR  PM/WRA 

E.O.  12958:  DECL : 12/11/2017 
TAGS:  PARM  PREL  NATO  GR 

SUBJECT:  CLUSTER  MUNITIONS:  GREECE  SHARES  U.S.  CONCERNS 


REF:  STATE  164503 


Classified  By:  A/Political  Counselor  Jeff  Hovenier  for  1.4  (b)  and  (d) 


f.1 . (C)  A/Pol  Counselor  met  12/12  with  MFA  Senior 

Non-Proliferation  Officer  Dionyssios  Kyvetos  to  deliver  ref 
papers  on  cluster  munitions.  Kyvetos,  who  attended  the 
December  5-7  meeting  in  Vienna  of  the  Oslo  Process,  was 
unequivocal  in  reply:  Greece  strongly  supports  U.S.  concerns 

about  the  Oslo  Process.  Greece  participated  in  the  Vienna 
meeting,  but  at  that  meeting  announced  it  would  no  longer 
attend  meetings  of  the  Oslo  Process.  Greece  is  fully 
committed  to  negotiations  on  cluster  munitions  within  the 
Convention  on  Certain  Conventional  Weapons  (CCW)  framework, 
and  will  be  chairing  some  of  these  negotiations.  Greece 
further  shares  USG  concerns  that  there  are  provisions  being 
considered  within  the  Oslo  Process  that  could  have  a 
significant  impact  on  military  cooperation  between  countries 
that  adopt  such  requirements  related  to  cluster  munitions  and 
those  that  do  not.  He  said  "we  are  with  you,"  and  he  asked 
that  U.S.  officials  keep  Greek  officials  — and  in  particular 
the  Greek  Ambassador  in  Geneva  — informed  of  U.S.  concerns 
and  activities  in  this  area. 

112.  (C)  Kyvetos  also  noted  that  the  EU  is  facing  "significant 

coordination  problems"  on  cluster  munitions  issues.  EU 
states  have  agreed  to  work  on  this  issue  within  the  CCW 
framework.  Therefore,  Greece  was  surprised  and  disappointed 
by  a draft  statement  by  EU/Portugal  for  the  Vienna  Meeting  of 
the  Oslo  Process  that  made  no  reference  to  CCW.  Greece 
blocked  this  statement  on  this  basis,  and  Greece  will  object 
to  any  future  EU  signals  of  support  for  the  Oslo  Process. 
Kyvetos  singled  out  Ireland,  Austria,  and  Sweden  are  among 
the  most  enthusiastic  about  the  Oslo  Process. 
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